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MIC§IHIP n I a H

MASTERs 2013

e Cemencreo PIC32MZ EC (Embedded Connectivity)
e Cwuctema TakKTUpOBaHUA, Tanmepa

e BbicokockopocTHasa nepudepus

e HuskockopocTHas nepudepus

e [lopTbl BBOAa/BbiBopa

e [MamAaTb

e AHanoroBas nepudepus

e Moaynb wudgpoBaHus

e CpenctBa pa3paboTku
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P
MICROCHIP Pa3sButue PIC32

MASTERs 2013

PIC32MZ Platform

200 MHz / 314 DMIPS
MIPS microAptiv Core

Full Cache / MMU / DSP/

PIC32MX Platform
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e Do O030p XapakTepuUCTUK

MASTERs 2013

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1

YacTtoTa sagpa 200MINy o6ecneunBaet 314 DMIPS

2 Mb Flash namaTtb (Dual Panel, Live Update)
+ 160Kb Boot Flash (2 pasa no 80Kb)

512 K6 RAM
Aapo MIPS microAptivT™ (1.57 DMIPS/MIu)

e DSP 1 MuUkpokoHTponnepHble paclumMpeHns CUCTEMbl KOMaHA
e L1 Cache (16 Kb Instruction n 4 Kb Data)
e MMUCcTLB

[1Ba HOBbLIX UHTepdenca BHewHen namaTu
o [Jo 64 MB uepes EBI (AcuHxp. SRAM/NOR @ 50 MI'u)
e [lo 64 MB yepe3 SQI (Quad/Serial Flash @ 50 MI'u)

HoBbin koHBeuepHbIU 12-bit AL (28 Msps)
e 5 BblgeneHHbix YBX n 1 oowmm YBX

AnnapaTtHbin GnoOK WndpoBaHus
e [eHepaTtop Cny4yanHbix HYncen (HectHbin n lNceBno)
e Lludpoeanue: AES, TDES
o AyteHTndpukaumus: SHA-1, SHA-256, MD5 n HMAC




e Do O030p XxapaKTepuCTUK

MASTERs 2013

e [MOKuMM moaynb reHepaTopa
o Multiple Clock Options and Clock Gating
e 8-kaHanbHbIM DMA (CRC, CoBnageHue/UIrHopupoBaHue
LLlaGnoHa)
e [JononHuteneHble 14 DMA ans BeicokockopocTHou Nepudoepment
(USB, Ethernet, SQIl n gp.,)
e BbicokoCkopocTHble UHTepdeucsl
e USB HS/FS/LS Host, Device n OTG
e 10/100 Ethernet MAC ¢ MIl n RMII (100 Mbps)

e CTtaHaapTHble nHTepdencoi

e 4-npoBogHbin SPI/I2S (6 wr)

e CAN moaynb ¢ 1 Mbps (2 wr)

o UART moaynb ¢ 25 Mbps (6 )

e [2C mogynb ¢ nogaepxkon SMBus go 1 Mbps (5 wT)
e Tanmepsbl
e CneumnanbHble: WDT (Reset), DMT, RTCC (System Tick/RTOS)
o OOwero Ha3Ha4vyeHus: 9x16-bit unu 4x32-bit (kackagupyemsbie) c

7/ \ — =
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wesse O630p xapaKTepUCTUK

MASTERs 2013

e WcTo4yHUKM cOpoca
e POR, BOR, MCLR, SWR, Hemackupyembie nHtepsanbsl (NMI cobbitus
WDT, DMT), Peripheral Soft Resets
e OcobeHHOCTU NOpTOB B/B
TonepaHTHble K 5B BbIBOADI

[MpepbiBaHMe no nameHeHmto coctoaHnsa (CN) Ha Bcex BbiBOAax
16-bit Parallel Master Port
Peripheral Pin Select

YnpasneHue coctosHueMm: Tri-State, Open-Drain n Pull-up/Pull-down

e [dononHuTtenbHble AHanoroBsas nepudepus
e Kowmnapatop c nporpammmpyemon ornopon (32 V refs) — 2 wit
e [aTuuk Temnepatypbl (TOYHOCTb +2°C)

o KommepngKaﬂ " ABTOMO@lfmbHaﬂ KBanudukauums
(Automotive Grade 1 Qualified)
e OT12.0B go 3.6B un ot -40°C po +125°C
o Kopnyca
o 64-QFN/TQFP, 100-TQFP, 124-VTLA, 144-LQFP/TQFP

© 2013 Microchip Technology Incorportéd. All' Rights Reserved. 17019 HP1




el O030p XxapakTepucTuK
MASTERs 2013 Pa3nML|M;| PIC32MX n PIC32MZ

e PIC32MX e PIC32MZ
e Jlo 80 My e Jlo 200 Ml'y,
e MIPS M4K Core e MIPS® microAptivi™ Core
e BHewHM No oTHOLWEHMUIO K e L1 Cache, MCU n DSP
aapy Pico Cache pacLUMPEHNST CUCTEMbI KOMaHA
e 12 Kb Boot Flash 4x64bit akkymynaTopsl
e [Jlo 512 Kb Flash 2x80 KB Boot Flash
e [o 128 Kb RAM [o 2 MB Flash
o

10-bit SAR ALIM (1 Msps, o 512 KB RAM

16 kaHanos) 12-bit Pipelined ADC (28 Msps,
e USBOTGFS 48 kaHarnos)

USB High Speed

NHTepdencol BHeLLHEN NaMATn
(EBI/SQI)

e YHUKarbHbIN CEPUNHBLIN HOMEP

e Automotive Grade 2
Qualified (2.3B ... 3.6B, e Automotive Grade 1 Qualified
-40C ... +105C) (2.0B ... 3.6B, -40C ... +125C)

crochip Technology Incorporated. All Rights Reserved. 17019 HP1




N

PIC32 MZ CemenctBoO

MICROCHIP
MASTERs 2013 Embedded Connectivity (EC)
200MHz / 314 DMIPS, Up to 2MB Flash / 512KB RAM
Core Flash Packaaes Analog Timing Communication Ex[t)zzgal Other
RAM 9 Modules Resources Modules A Modules
ccess
2 MB
512 KB
64L TQFP . 6 UART
i :\Afsﬁvm 1TMB | 64L QFN 9x9mm 12?,'\5":'33(: 512C Hardware Crypto
croAp 512KB P 9 Timers 6 SPI/12S Module
200 MHz 100L TQFP 246_ %HCh 9 Input Capture S@L
314 DMIPS 124L VTLA 9 output Compare | 1 HS USB + PHY EBI PPS
1 MB 144L TQFP 2 Analog RTCC 1 10/100 EMAC
DSP, DMA 256 KB 144L LQFP Comparators 0 or 2 ECAN 2.0b
512 KB

128 KB

© 2013 Microchip Technology Incorporated. All Rights Reserved.
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AN New PIC32MZ EC Family Block
MICROCHIP D | ag ram

MASTERs 2013

OVIN
ENIEITE |
uondAioug

HIGH SPEED BUS MATRIX
(] {

2 MB Flash
Resources

MIPS® DU Ale 12-bit ADC
WDt microAptive™ Live Update 28 Msps, 6 S/H

POR Reset 32-bit CPU + DSP
BOR Reset

PLL Peripheral Bus (SYSCLK)

Xtal Osc
8 MHz Osc
32 KHz Osc EEE
JTAG

Peripheral Pin Select (PPS)
17019 HP1
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Comparator x2

6-1 H3NIL



e e [feHepaTOpbl U TakTpoOBaHUe

MASTERs 2013

e 5 He3aBMCHMbIX UCTOYHUKOB TaKTUPOBAHUS
e Primary Oscillator (Ppgc)
Fast RC Oscillator (FRC)
Backup Fast RC Oscillator (BFRC)
Secondary Oscillator (Spge)
Low Power RC Oscillator (LPRC)
o OAINNY (PLL)
e CwuctemHbin PLL
e O06ocobneHHbIn reHepaTop ¢ PAIMNY ana HS USB

o 7 MNepudepunHbix LLUMH ¢ vHAMBMAYaNbHbIM
TakKTUpOBaHUeM

e Moaynb onopHbIX YacToT: 4 BxoaHbIX U 4 BbIXOAHLIX
OMOPHbIX YacToT

e 3awuTa OT Clly4YauHbIX N3MEHEeHUU B nporpamMmme
(SYSKEY, CLKLOCK

logy Incorporated. All Rig
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N

[f'eHepaTOp

REFCLK

REFCLKO:;
1

FRC
Posc —SPI |
ADCi
1
BFRC +2x(N+M/512)
LPRC !
S N= RODIV<4:0> !
osc M=ROTRIM<8:0> .
1
:
1
1
___________________________________ 1
PBCLK1
) I P ,
i !
- CPU, .
o8¢ : Peripherals;
: — !
SPLL ! PBCLKXi
BFRC -
LpRC SYSCLK
INT
—
SOSC
FRCDIV FSCM —
Event

| nosdeo- |
FCKSM<1:0> COSC<2:0> OSWEN

MICROCHIP
MASTERs 2013
USBCLK |
Posc mmmm  USBPLL > i REFCLKIx
LAA Ll
UPLLIJN UPLlLFSEL o |
P S —————————————————— —5¢ |
1 1
— | PLLICLK SPLL PLLoDIV<2:05 !
: L
\ :SPLL:
1 T >
s |
1

TUN<5:0> ' | PLLIDIV<2:0> PLLRANGE<2:0> : :
! PLLMULT<6:0> : !
FRCDIV,

FRC —s Bl —

FRCDIV<2:0>
To ADC and

Flash BFRC

BFRC >

LPRC

LPRC 4 >

SOSC

SOS‘C

| WDT, RTCC
Timer 1, RTCC
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MW ["'eHepaTop
PLCRCOHE Pasznnuua PIC32MX u PIC32MZ

MASTERs 2013

o PIC32MX

o 4 WctouHuka (Pogc,
FRC, Spsc, LPRC)

e OpHa yactoTta ang
nepnepunHbIX LLUNH

PIC32MZ
e 5 VcTouHukoB (Posc,

FRC, BFRC, Spgc,
LPRC)

Posc lWnpe BxogHow
Ananas3oH

[Mopoaepxka Class B
(BFRC)

o [JlononHutenbHble SFR
e / YacTtoT Aanga 7-u

nepnepunHbIX LLUNH

CunHTE3aTOp 4YacToThl
61oKa OMnopHbIX YacToT




Mlcn®ocmp Taﬁ Mepbl

MASTERs 2013

e 1 CUHXpPOHHbLIN / ACUHXpPOHHBLIN 16-bit
Tanmep

o 8x16-bit nnu 4x32-bit CUHXPOHHbIX
Tanmepa

o 9 kaHanos Input Capture
e 9 kaHanoB Output Compare

e Real Time Clock u Calendar c
BUCOKOCHOMW KOppeKuuneun




Mlcg\cmp Tanmepbl

MasTER 2023 (OOLwero HasHa4vYeHunA)
o 1x16-bit Cunxp/AcunHxp Tanmep

e Bbibupaembin npepgoenutens

BoicTpas outosaa manunynsuus (SET/CLR/INV)
Acunxp. Pexxum ana Sygc (Hanpumep ana RTC)
Tpurrep cobbiTnn ana 3anycka AL

PaboTta B pexumax Sleep un Idle

o 8x16-bit/4x32-bit CuHxpoHHbIe Tanmepa
e Bbibupaembint npegaenutens
e bbicTpasa 6utoBas maHmnynauma(SET/CLR/INV)

e 3apgarownn nctovHukK anga moaynen 3axsat n CpasHeHue (Timer2-
Timer7)

e Tpurrep cobbiTnn gnsa 3anycka AL
e (Timer3 & Timer 5)
o Pabota B pexxumax Sleep u Idle

© 2013 Microchip Technology Incorportéd. All' Rights Reserved. 17019 HP1




N

MICROCHIP

MASTERs 2013

Tanmepa
(Input Capture/Output Compare)

Moaynb 3axBaTta

9 kaHanos Input Capture

Kaxabin Capture moxeT
Mcnonb3oBaTb

e OpauH n3 6x16-bit Tanmepos

e [J1Ba n3 6x16-bit Tanvepos
(32-Dbit)

CoObiTusA

o  Kaxabin ppoHT, 45" hpOHT
/165" ppOHT

NMpocbinaHue n3 Sleep no
coObITUIO

lNMpepbiBaHNA NO cOOLITUIO
4-word FIFO gnsa gaHHbIX

MoXxeT ObITb MICTOYHUKOM
ANA BHEWHUX NpepbiBaHUN

17019 HP1

Moaynb CpaBHeHuUs

9 kaHanos Output
Compare

Bbi6op 6a3bl 16-bit/32-
Pexum LM

Bxop Fault
ynpasnarowuu LULUM

OanHouyHbIW/[1BOMHOMN
pexum cpaBHeHUSA

NMporpammupyemblie
npepbiBaHUSA

Tpurrep gns sanycka
AL



Mlcg\cmp Ta ﬁ Me pa
MaSTERs 2013 (Input Capture/Output Compare)

|IC, OC npumep nHtepdemnca Vaus

Drivers H Bridge ]

ocCH > > Motor
Speed p =
0c2 - > | e
Control . — —
0c3 P >
— —
Loc4 P S —
— —
[ ANX

Differential il
Mode

Current Feedback

="\

9deLIdu] DO/JI ZINeEDId

©2013 Microchip Technology incorporated. All Rights Reserved. 17019 HP1




Mlcn®ocmp RTCC

MASTERs 2013

o TpebyeT KBapLa Ha Sygc ANA TOYHOCTHU
Cuuntaet Bpemsa u flaty

24-x yacoBou popmar
NoBTOopsawwmMnca byaunbHuk / Alarm

KannbpoBKa 4yacToTbl KBapua C
aBTONOACTPOUKON

e [nana3oH kanudpoBku: £0.66%




N

MICROCHIP

MASTERs 2013

——— — — —

Debug/Profiling

Break Points
iFlowtrace
FDC
Perf. Counters
Sampling
Secure Debug

— MCU ASE

Enhanced
MDU (32-bit)

Interrupt I/F

Decoder

MIPS32°®

Execution Unit

ALU/Shift
Atomic/Ld St

System Control
Coprocessor (CPO0)

System I/F

I-Cache
Controller

D-Cache
Controller

— —— — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —— — — —

© 2013 Microchip Technology Incorporated. All Rights Reserved.
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Mlcg\cmp C P U

MASTERS 2013 (pa3nunuuma PIC32MX v PIC32M2Z)
e PIC32MX o PIC32MZ
o MIPS® M4K Core e MIPS microAptivT™
(M14KEc) Core
o MIPS16e® ISA for 16-bit e microMIPS® ISA 16 & 32 bit
Instructions Instructions)
e 105 DMIPS @ 80 MHz e 314 DMIPS @200 MHz
« MDU (MAC) e Extended MDU (3 additional
HI/LO regs)
e Cache External to the e L1 Cache (16KB & 4 KB)
CPU (Pico Gache) o MMU with TLB
e No MMU e DSPASE

o MCUASE

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1




MIC&HIP M D U

MASTERs 2013 M4K M micrOAptive

o Kakou koA BbinonHseTcs obicTpee?

c=a/b; c=a/b;
mPORTESetBits(BIT_0);
summ = X + V;
U1TXREG = summ;

y=X+C; Yy =X + C;

3a oaMHakoBoe Bpemsi!
MDU nmeeT cBOM KOHBeMUeL

17019 HP1 Slide 21




Mlc%\cmp . C P U
WASTERs 2013 (microAptiv™ Core)

e microMIPS® ISA:
e YMeHblUeHNe pa3mMepa Koga
o CoxpaHeHue rnpon3BoanTENbLHOCTY
o 39x16-bit MHcTpyKLUNK

o MIPS32® Enhanced Architecture
o MIPS32 pacwmpeHHasa cuctema komaHa

e [lporpammmpyemasn 6a3a BEKTOPOB
npepbiBaHUA

e ATOMapHoOe paspelueHune/3anpeLieHmne
npepbiBaHumn (EI/DI instr.)

» 7x GPR HabopoB TeHEBbIX PerncTpos

© 2013 Microchip Technology Incorportéd. All' Rights Reserved. 17019 HP1




MICROCHIP
MASTERs 2013

BbICOKOCKOPOCTHAA
[MNEPUDOEPUA




o BbiCOKOCKOpPOCTHas

MICROCHIP

wasreRs 2015 nepudgepusa (EBI)

o WHTepdenc BHelwwHeN napannenbHON NamMAaATn
e Acunuxp. SRAM nnn NOR

e WHTepdenc Kk apyrum yctpoucteam

e Bwupoeo-kamepbl/ceHcopbl
o XKW

e Ckopoctb oo 50 My
e 24 ApgpecHbIX nUHMN 1 16 JaHHbIX (X8, X16)

e 4 BbiBoaa Chip Select ansa noanepxku oo 64
MbB namsaTu

o [nMbkoe ynpaBrneHne TauMMUHramm
o Otobpaxaerca B KSEG2 (no ymornyaHuio)




N High-Speed Peripherals

MICROCHIP E B |
MASTERs 2013 ( )
EBI Block Diagram EBI Interface Example
WE
Address<23:0>
Extemal Bus Interface cs 3
=}
(¢}
BUS Interface Memory nterface —b@EBIA<23:0> EBIWE cé
<23:0> OE
<—P]EB0cE0 EBlA<23:0 =
PBCLKS Control — Data<15:0>
- Regiters Address Decoder | -—>|EBIBSC1> EBICSO =
_ EBIRDY
s —JESE0  bcaomz
> Control Registers » Y EBI0E External Bus
Bus 3?% ) EBIOE Interface
—>{EsRe EBIOE
Static Memon/ Confroller v
— X|EBIWE <15:0>
Addess EBID<15:0
FIFO < MEBIRDY<3:1> EBICS1

© 2013 Microchip Technology Incorporated. All Rights Reserved.
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N High-Speed Peripherals

s (SQl)
» Ces3b ¢ SQI (Quad) u SPI (Serial) Flash
MNMaMATbLIHO

o Tonbko pexum Master Mode
e YactoTa wuHbI go 50 MMy

e 3 pexuma nepegauu
o DMA, XIP u PIO (CPU)

e 3 pexuma nepenadv AaHHbIX
e SPI Mode 0, Mode3 n Serial Flash Mode




MIC§IHIP High-Speed Peripherals
MASTERs 2013 (S Q I )
e 6-M NpoBOAHBLIN NPOTOKON

o YnpasneHue (2 Chip Selects, Clock), [laHHbIe
(4 Data lines)

e Appec oo 4 baut

e 3 6ydepa FIFO
o 32-0ant bydep lNepenaun
o 32-0Oant bydep lNpuema
e 4-cnosa Ynpasnawwmun bydep

o [lporpammupyembin FIFO




MICRQO.CHIP High-Speed Peripherals
MASTERs 2013 (S Q I )
SQl Block Diagram

Tsal Control SQIDO
Base Clock Divider s ea s s R :
(TBC) > | Buffer |
+ | | SQID1
| |
| ! |
f N\ : sQiD2
Control and -
Transmit v
p| Bus Slave p| Status [—» Buffer sSQID3
Registers
§ '; »> SQl Master
- : * A Interface SQICLK
9
[)]
%) ‘
H Receive SQICS0
< Bus Master < ¢— DMA |q Buffer _
SQICS1

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1 Slide 28



N High-Speed Peripherals

MICROCHIP

MASTERs 2013 (S Q I )

SQl Interface Example

SQICSO

SQICLK

(MOSI)SQIDO0

a

(4A921SS)
ysej4 penp

PIC32MZ
SQl
Interface

v V

a

(MISO)SQID1

a
v

SQID2

(dAG21SS)
yse|d |enas

SQID3

a
v

v

SQICS1

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1 29



MlcﬁHlp High-Speed Peripherals
WASTERs 2015 (SQl)
e DMA pexum

e Bebicokaga nponyckHaa cnocobHocTb (CPU He HarpyeH)

e [lepectinka gaHHbIX Ha ocHoBe bydoepa aeckpuntopos (Buffer
Descriptors Perform Data Transfers)

o 256 Bytes of Data Per Descriptor
e Descriptor Chaining

o XIP pexum

eXecute-In-Place

MuHUManbHasa nporpaMmmMHas MHULManm3auus
[TocnegoBaTenbHOCTL U 0OpaboTKa NPOTOKONOB annapaTHO
[MamaTb oTobpaxaeTtca B KSEG2

e PIO pexum

e CPU rkoHTponupyet nepenavy 4yepes SQl

e McnonbayeTt npepbiBaHnA 1 bBUTLI CTaTyca 4N ynpaBieHnd
NnepecbISIKoN AaHHbIX

© 2013 Microchip Technology Incorportéd. All' Rights Reserved. 17019 HP1



Mlcn®0t:|-||p High-speed Peripherals
MASTERs 2013 (USB)
o USB 2.0 Host, Device n OTG

o [Moapepxka High-Speed (480 Mbps), Full-Speed
(12 Mbps) u Low-Speed (1.5 Mbps)
e Noapepxka MCHP USB2.0 Hub koHTponnepos

o BblaeneHHbIn 8-kaHanbHbIM DMA (ObiCcTpbIN
AOCTYN K CUCTEMHOMU NamMsATH)

e 7Tx n7Rx End Points (B sononHexnue Kk EPO)




MICROCHIP
MASTERs 2013

High-Speed Peripherals

USB Block Diagram

USB 2.0
useiD P— s pHy

(USB)

-

Interrupt
Control

USBCLK
POSC — g USB PLL
(12 MHz or 24 MHz only)
UPLLEN UPLLFSEL
Endpoint Control

EPO EPO ' l

Control Control E21 -tEFI'-i
Host Function onro I

| | |
Host
Combine Endpoints Transaction
Scheduler
UTM Packet RAM Controller
SVnc hronization Encode/Decode

Data Sync

Q___>+$Nwmmmn

HNP/SRP

Timers

ULIE

1L

Packet Encode
Packet Decode

CRC Gen/Chec

Link Power
Management

1L

X

RX RX
Buff Buff

EP Reg
Decoder

Common
Regs

I
Cycle
Control

FIFO
Decoder

17019 HP1
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DMA
Requests

——» Interrupts

System Bus
Slave mode

© 2013 Microchip Technology Incorporated. All Rights Reserved.



) High-Speed Peripherals

MICROCHIP

hesocs (USB)

USB Interface Example

UPLLEN
Posc UPLLFSEL MCHP USB Hubs
(12/24 MHz)
USB Chargers
;__'; USB Host/Device/OTG
S (HS/FS/LS) USB Human
= Interface Devices
N
%
o ) D+ R E USB Drives
=3
gl
D D- /:I!IZZD .
5"‘ ) , ,m@ USB Audio
8 USB &
PHY USBID
: e USB
[ More...

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1 Slide 34




e Ethernet moaynb

MASTERs 2013

e Ethernet Moegnu MWOEHTUYHbI
PIC32MX5xx/6XX/7XX 3a UCKNMIOYEHUeM:
e [on.onuun nepnepunHoOn WnHbI Ang
OoOnbLEen TakToBOM YacTOTbl

e 144-X BbIBOAHbLIE KoBrlwca NO3BONAIOT

noakn4vatb RMIl n
PHY

o CoBmecTtmmo c Ethernet PHYs ort
Microchip, B T.4. HoBbIMM LAN874x

e Ethernet starter kit obHOBNEHbLI U
ncrnonb3ytoT LAN874x

P/EBI don3uky




MICROCHIP
MASTERs 2013

HU3KOCKOPOCTHAA
[MNEPUDOEPUA




N

MICROCHIP

MASTERs 2013

Low-Speed Peripherals
(SPI1/12S)

Noapnepxka Audio kogekoB|2S Interface Examples

e |12S npoTokon
e BbipaBHMBaHWE BNpaBo

e BbipaBHMBaHWE BNeBO
e PCM

YacTtoTa wunHbl Ao 50 MMy

Pexumbl Master u Slave

Nopaepxka Enhanced
Framed SPI Protocol
2 FIFO ansa OaHHbIX

e 16-byte Transmit FIFO
o 16-byte Receive FIFO

I91SeN IdS ZII\IZSOIdl

SCKXx

SSx

SDOx

SDIx |e

OAEIS IdS ZINCEDId

SCKXx |

SSx |

SDOx

SDIx }e

17019 HP1

» BCLK

» LRCK

» DACDAT

ADCDAT

BCLK

LRCK

» DACDAT

ADCDAT

99p0- oIpny

99p0- oipny



N Low-Speed Peripherals

2ot (UART)
e Full Duplex, 8- n 9- UART LIN Interface Example
OuTHbIe [l1aHHbIe -
o Even, Odd u No Parity . Buffer -
Support 3 < T
o OpauH unu [1Ba cTONOBbIX = .
ouTa § P >

Open Drain

e AnnapaTHoOe
onpeaeneHne CKOpocTu

e AnnapaTtHbIN KOHTPOJb
NnoToKa

e Pexum Loop Back

o [loapepxkKa npoTokKona
LIN

o IrDA® Encoder un Decoder

r
<
<2
Q
<
®

1
Buffer

RX 4
TX >

Open Drain

9AE[S NI

9AE|S NI ZINZEDId

9AE|S NI

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1




N Low-Speed Peripherals

MICROCHIP (|2 C TM)

MASTERs 2013

o Pexumbl Master n Slave  |1°C Interface Example
o 7-bit n 10-bit gaHHbIE

o CHHXPOHM3ALUA WUNHbI
[

NMoppepxka pexxuma Multi
Master

e OnpepeneHue KONNMU3nu
n apounTpax

e Macka agpecHbIxX OuUT
o MNoapepxka SMBus

PIC32MZ 12C Interface

3] S
r >

LOE9HOLIN

(49]]01U02 YoNno})

3
(2}
@
(1]
=
(]
3
[}
-
(1}
=

9201071¥e

(WOYd33 [el8s)

E
3 =
ok
0 o
® o
=
n W
o
=
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Mlc%\cmp LOW-SpGEd Peripherals

MASTERs 2013 (C AN)

o [lonHoe cooTtBeTcTBMEe CAN2.0B CAN Interface 1I§)>§<2ample
e 1024 coobweHnunn B 32x32 FIFO —

e Onpepensiemblie Nonb3oBaTenem
YPOBHU NPUOPUTETOB COOOLLEHNH

e 32 dunbTpoB U 4 perucTpoB

o
>
P
T

CANL

9deLIdju] NVO ZIN2EDId

MaCoOK o
e [oapepxka aBTOOTBETA g °
o [Moppepxka agpecaunmn N ¢
DeviceNet™ o
e Loopback n Bus Monitoring B *
e BblgoeneHHbIW Tanmep BPpeMEHHbIX u *
otmeToK (Time-Stamp Timer) s o

e BbiaeneHHble DMA kaHanbl
e Pexum Data Only Reception

e [oapepxka pexmmoB COXpPaHEeHUS
3Heprum

120 Q
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e [MopTbl BBOAa/BbiBOAa

MASTERs 2013

EcTb TONnepaHTHbIe K 5B BbIBOALI

Bbiobupaemsbie Open Drain, Pull-Up n
Pull-Down

OnpepeneHne NU3MeHEeHUs1 COCTOAHUSA -
Input Change Notification

Pabota B Sleep u Idle
16-bit Parallel Master Port

[MepeonpeneneHne chyHKUNN BbIBOAOB
Peripheral Pin Select



N [TopTbl BBoga/BbiBoAaa
MICROCHIP ( P PS)

MASTERs 2013

e OAuH BbIBOA — HECKOMLKO Peripheral Pin Select Table

d)yHKLI,I/IVI Input Pin Selection:
@ ID,OCTyﬂeH Ha 4a4CTUN BbIBOOOB

Pf}ripheral [pin name]R [p.in name]R [pin n:ame].R Value

() nporpaMMHoe ynpaBneHMe Pin SFR Bits = Device Pin

5 o INT3 INT3R INT3R<3:0>  0000=RPD2
’ Mf 3.2:2%';' 2(?(:9'I?gzhl-lllwﬂ ns e Teon TECKR<G0~ o010 gpea

‘qv T6CK T6CKR T6CKR<3:0> -
npeaoTeBpawieHnsa cnyvyamHoro c3 3R C3R<3.05 -
Nn3IMeHeHuUA 1110=RPD6
IC7 IC7R IC7R<3:0> 1111=Reserved
Input PPS MUX Qutput PPS MUX
U1IRXR<3.0> RPFOR<3:0>
[X{ \gk N Output Pin Selection:
Default
RPD2 —10
X 1 O RPnPort oo RSFR  RPnR bits Al V=
RPGS U2RTS Output | 5 Pin Device Pin
RPFO .
E} 2 | UIRKinput o |output Dat RPD2 RPD2R RPD2R<3:0> 0000=No Connect
RPF4 g . % RPG8 RPGSR RPG8R<3:0> 88%:3238
: : ' RPF4 RPF4R RPF4R<3:0>
— 7
. . REFCLKO! RPD10 RPD10R RPD10R<3:0>

X n 1 RPF1 RPF1R RPF1R<3:0> J10=c200T
= b S/ : 1111=C1TX

© 2013 Microchip Technology Incorporatéd. All Rights Reserved. . 17019 HP1 42




LS MopTbl BBOoga/BbiBoaa
(PMP)

e YnpaBneHue napannesibHbIM PMP Interface Example

nopTOM o PIC32MZ PMP Interface
e 1o 16 NnuHUN faHHbIX
e o 16 nuHum appeca A

0T

o o 2 Chip Select 5 3 129 5 B
o Nporpammupyembie CTpoGbl 5 5 ¥* B & &

e PaspenbHoe YteHne n 3anucb

e Ctpob Read/Write Strobe ¢

pa3peLleHnemM

e MynbTnnekcupoBaHue

Address/Data

e [porpammupyemas nonsipHOCTb
ynpaBnsAoLWMX CUrHanos
(PMCSx, PMRD, PMWR, PMENB)

e [lporpammupyemsbie UMKNbI
OXWuaaHus

e bBbicTpas MaHnNynauna Gutamu
(CLR, SET, INV)

-1 U . o =2ell 0 4 "
© 2013 Microchip Technology Incorporated. All Rights F.eserved. 17019 HP1




MICROCHIP
MASTERs 2013

FLASH MAMATDb

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1 59




AN
MicRocHIP Boot NMamaTtb

MASTERs 2013

2 oonactu Boot namsatn no 80KbB

e NMporpammnpoBaHue HOBOU Bepcun
nporpaMmMbl C COXpaHeHeM CTapon
«pe3epBHOU» KOMNMUWU

o “3alUULLUEHHbIN PEXUM" —
npegocTtaBrieHNe HEKOTOpPOro
byHKUMOHMPOBaAHNA Npu cboe
OCHOBHOM NaMATU




MICROCHIP
MASTERs 2013

Boot namaTb

e PIC32MX e PIC32MZ
e OpHa obnactb Boot o [lBe obnactum Boot
namsaTum namsaTm
e 12 Kb Boot Flash o Kaxpasa no 80 Kb
o DEVCFGO-DEVCFG3 Boot Flash
e DEVCFGO0-DEVCFG3
e ADEVCFG-

© 2013 Microchip Technology Inc

orporated. All Rights Reserved.
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) AnbTepHaTMBHas

MICROCHIP

s KoHdurypauua Boot

o Kaxpasa Boot obnactb nmeeTt anbTepHaTUBHYIO
KOH(purypauuio
e Ecnun obHapyxeHa olinbka B OCHOBHOWM

koHdurypaumumn Boot namsaTn, To ncnonb3yeTtcs
anbTepHaTUBHas

e Ecnu obe ocHOBHas n anbTepHaTUBHAas
KOHOUIypaLmns UMerT OLINBKK, TO
NCnonb3yeTcsa KoHpurypaumsa no yMmonyaHuio

e Ucnonb3yetcsa reHepatop 8 MI'y FRC

chnology Incorporated. All Rights Reserved. 17019 HP1




e\
merocwe  ECC n anHamuyveckoe ECC

e Bcsa Flash namatb nmeet Error Correction
Code

o [lpoanesaert Xun3Hb Flash namaTtn nytem
ncrpaBreHnsa oaHOOUTOBBLIX OLLNOOK

o 3pu pexuma

oeverco [3E16] —  [EJTAGBEN I = I = = = = = = = = = = = = =
150 — DBGPER<2:0> — FSLEEP I FECCCON<1:0> I — BOOTISA| TRCEN ICESEL<1:0> JTAGEN DEBUG<1:0>
CFGCON 31:16 — — —_ — — —_ DMAPRI | CPUPRI —_ — — ] —_ —_ — ICACLK | OCACLK
150 — — IOLOCK [PMDLOCK| PGLOCK — — USBSSEN — — ECCCON<1:0> JTAGEN | TROEN — TDOEN

11 = ECC and dynamic ECC are disabled (ECCCON<1:0> bits are writable)

10 = ECC and dynamic ECC are disabled (ECCCON<1:0> bits are locked)

01 = Dynamic Flash ECC is enabled (ECCCON<1:0> bits are locked)

00 = Flash ECC is enabled (ECCCON<1:0> bits are locked; disables word Flash writes)

© 2013 Microchip Technology Ihcorporated'. All Rights Reserved.
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N

MicROCHIP ECC un Flash Wait States

MASTERs 2013

e CKONbLKO UUKNOB
oxupaHuga (Wait
states) HyXHO
BCTaBUTb Koraa
ncnonb3yertca ECC.

Required Flash Wait States(?) SYSCLK Units

With ECC:
0 Wait states 0 < SYSCLK <66 MHz
1 Wait state 66 < SYSCLK < 133
2 Wait states 133 < SYSCLK < 200

Without ECC:
0 Wait states 0 <SYSCLK <83 MHz
1 Wait state 83 < SYSCLK < 166
2 Wait states 166 < SYSCLK < 200

© 2013 Microchip Technology Incorporated. All Rights Reserved.
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Mlcn®ocmp Live U pd ate

MASTERs 2013

o Hanuuue 2yx naHeneun Flash n Boot
Flash no3BonsieT nmeTb 2Be Bepcumn
nporpaMmMbl B NaMATH

e 3anyck anbTepHaTUBHOMN BEPCUUN €CIN B
OCHOBHOWN €CTb COOM

e Bootloader B ocHoBHOM nnu Boot Flash

o CTnpaHue n nporpaMmmMmmpoBaHne BTOPOU
NOJSIOBUHLI MOKa BbINONIHAETCA KO B
apyrou

e lcnonb3oBaHue Yactun Boot Flash ans
XpaHeHus Knoven wmdpoBaHUS




N MocnepgoBatenbHOCTL Live

MICROCHIP

MASTERs 2013 U p d ate

Flash Panel 1
e Onpepenutb Kakaf naHernb (App 1)
oyaeT OOHOBNATLCA
Ctepetb Flash
3anporpaMmmMmmpoBaTb Flash Panel 2
Flasl?1 P P (App 2)
o [ewwmndpuposanme B O3Y u
nporpamMmmmpoBaHue
Ctepetb Boot Flash
3anporpammupoBaTtb Boot Boot Flash 1
Flash . Boot Flash 2
e O6HOBUTL TSEQ anga HoBown
nocrnegoBaTesyibHOCTH
3arpysku

e [MporpammHbIN cOpoC

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1




o Pa3nuumnsa B moaynsx

MICROCHIP

MASTERs 2013 npepblBaHMﬁ

o PIC32MX

o QPuKcupoBaHHas
obnacTb BEKTOPOB

e Pasmep
KOHTpoOnupyeTcs
yepe3s peructp VS B
CPO

e MUHMMYM 32 bauTa

e [lpnoputetsbl n Cyo-
[MpnopuTteThl

e OpauH Habop TEHEBBIX
PErNCTPOB

© 2013 Microchip Technology Incorporated. All Rights Reserved.

o PIC32MZ

17019 HP1

e [lnHamunyeckas
obnacTb BEKTOPOB

o Kaxpabin BeKTOp
umeet peructp OFFx
Ang ynpasneHuns
pa3mMmeLleHnem

e MoxeT ObITb MeHblLUe
unu 6onbLuie
e [lpnoputetbl n Cyo-
[TpnopuTeThbl Kak B
PIC32MX

e 7/ceMb HabopoB
TEHEBbIX PEMMCTPOB



" Vector Spacing

MASTERs 2013

o Kaxpoe npepbiBaHune nmeet OFFXx
perncTp

e YctaHaBnmBaeTt agpec ISR

e [lomKHbl ObITb BbIPOBHEHLI MO 2-0anTa
e NonyckaroT microMIPS komaHabl B ISR

e ABTOMaTMYeckn oTpabatbiBaetca XC32

void _ attribute_ ((_TIMER 1 VECTOR, interrupt (IPL2SOFT), nomipslé6))
_TimerlHandler (void)

{

}

0540 | OFF000

15:0 VOFF<15:1> [ —  Joooo

sie]. — [ — ] — [ = | = | = = — = | = [ = || = | — [ — | voFF<iz:1e> [ooo00
e - = L = = [ = [ = [ = [ = | =l = ][ = [ = [ = J[ — /EECXETENT
VOFF<15:1> =

31:
0548 | OFF002
15: Wi <15:1> |




cabon Habopbl Shadow Register

MASTERs 2013

e PIC32MZ nmeeT 7ceMb HabOpPOB TEHEBbIX
pernctpoB (SRS)

e HeT HeobxoanmocTu B
COXPaHEHUNW/BOCCTAHOBITEHUN PETNCTPOB
B NMpepbiBaHUAX

e 7 NPUOPUTETOB NPEpPbIBaHNI MOTYT ObITb
conocTaBneHbl ¢ MHAnBUAYyanbHbIMN SRS

PRI7SS5<3:0> PRIESS<3:0> PRISSS<3:0> PRI4SS<3:0>

PRISS Sl
15:0




Mlcg\cmp DMA " nepMCbepMﬂ

MASTERs 2013

e PIC32MZ meeT 26 kaHanos DMA

e [lporpammupyemesie
o DMA: 8

e BbigeneHHble
e USB: 8
o Ethernet: 2
e CAN: 4 (2 pna kaxporo CAN)
e Crypto: 2
e SQI: 2




s [Mporpammupyembin DMA

MASTERs 2013

o Ovyepeab 32-bit paHHbIX rMyonHou 4
e OTOoenbHO Ha Kaabin kaHan DMA

e YteHune gaHHbIX OT Llenn (target)
Korga csoboaeH

e He HyXHO XAaaTb Koraa
ocBOOOANTCSA OT 3anuUcu

e [laTTepH coBnageHuna paclinpeH go
16-OuT




o DMA Pattern Ignore

MASTERs 2013

o HoBasa ocobeHHOCTb C [laTTepHOM
CoBnapgeHus

e Vicnonb3oBaHne16-bit natTepHa
nomMoraeT uUnbTPOBaTh AaHHbIE

CR LF

CR 0x20 LF

1

CumMmBon npobena 6yaet npouUrHopmpoBaH n
cpabotaet «[latTrepH CoBnageHunsa»




o BuigeneHHble DMA

MASTERs 2013

o Kaxpasa u3s
yKa3aHHOU
nepudepun nmeet
BbiaeneHHbin DMA

e [lepecbinka gaHHbIX

6e3 yyactua sgpa
CPU

e Mopaynu Crypto n SQI
ncnonb3yoT bydgepbl a A
OeckpunTopos x emm e

CRYPTO
SQl
HS USB
CAN2
CANT1
Ethernet
Controller

CHM4RT12Q41124T11 417 §T10 § 111 110 §I8 Q§ 19
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MICROCHIP

MASTERs 2013
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S 12-pa3p auddepeHUnanbHbIN

MICROCHIP

MASTERs 2013 AI l n
®

VREFSEL<2:0>—‘

AVDD R—
AVSs @] Refersnce 6 YBX
VREF+R— Se\ecﬁon
VREF- [R—
VREFH VREFL Six Digital . 5 ﬂ y BX
IR N ey BblAeMNeHHbIX
Bl OanH o6Lmit YBX
| LT | | FLTRDATA ® |D|MH O LL“/IM
ANO ®— Sample and Hold 0 ! Six-Stage | | | | | Six Digital
(Dedicated) | Conversion| Analog SlageL [ [™] Fitters Result
AN45 1 SHOALT<1:0> Pipeline ] ] Registers
SHOMOD<1:0> | | > ‘ —] ADC1DATAO ®
ANS & (see Figure 28-2) LAl L |
. .
N H H
\ \ . .
Ll
» ADC1DATA44
AN1 &— Sample and Hold 1 | g ! | I Al ~
(Dedicated) \ | - M T M M H bl M
AN46 B— SH1ALT<1:0> [ - ‘ T T .
SHIMOD<1:0> L "~ '
wwa{ mreensn [ b | KoHBenepHbIn ALITM
[ |
‘ R

l

(Dedicated)

AN4T B— SH2ALT<1:0>
SH2MOD<1:0>

AN7 B—  (see Figure 28-2) & Z‘Eif’g‘e_f_ZM ADCDIV<6:0> o Pe r“ CTp bl pe3yn bTaTo B
. ansa Kaxaoro kaHana AL

Ta

R pr-verre e T T_ e 28M npeobpasoBaHuin B CEK.

[T
(
{

AN3 — SampleandHold 3 | —e
e Clock Selection ADCSEL<1:0>
AN48 — SH3ALT<1:0> [ . I
SH3MOD<1:0> Id

Bty deeaiklowEt] FRC SYSCLK REFCLKO3 Ko M n a paTo p o B
=l e 6 uudpoBbLIX PUNBLTPOB

o W3mepeHune BHYTP. IVref n
ANS%— Ivtemp

ANS ®B— (see Figure 28-2)
L
L]

[T

Sample and Hold 5
AN42 B— (Shared)

SHEMOD<1:0>
(see Figure 28-3)

IVREF

IVTEMP ——]

AN10 R—

© 2013 Microchip Technology incorporated. All Rights Reserved. 7 17019 HP1 83




N

SIEEEE TaktnpoBaHue ALITI
e Tpu ncTovyHMKa Tmo
TakTupoBaHusa T, —
e FRC 1,2,4,6, ..254 RBCRISELS
e SYSCLK A
o REFCLKOS3 i

ADCSEL<1:0>

o Kaxabiit moxeT npontn ~ T Clock Selecton T\

yepes AeJyimTtellb
FRC SYSCLK REFCLKO3

e MakcumanbHasa CKOpPOCTb
npeobpasoBaHna 28 MI'uy

© 2013 Microchip Technology Ihcorporated'.rAII Rights Reserved. 17019 HP1




N BbloeneHHble BXoabl

MICROCHIP

MASTERs 2013 “Class 1 73

5 YBX

e [MonoxutenbHbin
e T Bxon+

' T | - To Analog Stages
Alternate B OLJ ' ‘ |
Positive Input L Single-Ended : : | . —
| T |
‘ |
[

To Analog Stages

ﬁ — e AnbTepHaTUBHbIN

Bxona+
o AN45 — AN49
sHxALT<r0s |

| sweore —— J e Bxon-
e ANS5 - AN9

SHxALT<1:0> Channel
Configuration

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1



e O6wune Bxoabl ALIT

MASTERs 2013

e 1YBX

o Bxopgbl+ el
® AN5 — AN1 1 CIaSS 2 Pf;g;g;;'g;’uz[mu?jli
o Bxoabl+ ]

________

|
|
| 1 |
| |
| T - T To Analog
. — aS S | | l | Stages
1 |
| Single-Ended | |
VREFL | !
| 0x I |
o IV | S Bl
AN10 X+ Tl 000 s
R E F (Negative Input) l
| Differential
| SHxMOD<1:0>
¢ TEMP |
Channel o
: —] Cenfiguration 'sr‘?aggtal
|

e Bxopn- | S
e AN10

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1 Slide 86




wcsocee Tpurrepsbl

MASTERs 2013

e [lecATb UICTOYHUKOB
e Bbixoabl komnapatopos COUT (1, 2)
e Ouput Compare (1, 3, 5)
o CpabaTtbiBaHne Tanmepos (1, 3, 5)

e INTO
e [ NobanbHbIV NporpaMmmMHbIN TPUTTEP

e BO3MOXHOCTbL 3anycka
CKaHMpoBaHMA CNUCKa KaHarnoB




MIC§IHIP KanM6POBKa ADC

MASTERs 2013

o [epen Havyanom paboTbl HYXXHO
BbINONHUTbL Kanuoposky ALl

o KannbpoBoOYHbIE XPAHATCA B permcrpax
DEVADC1-DEVADC5

e OTU JaHHble OOJKHbI ObITb NEPEHECEHDLI B
AD1CAL1-AD1CALS5

e Korpa AL Bknto4veH, To npoBOAUTCS
aBTOMaTU4yeckasa kanmbpoBka.

e but AD1CON2.ADCRDY noka3biBaeTt
OKOHYaHUue KanmopoBKu

e AL ponxeH ObITb BbLIKMOYEH O0
NU3MEHEHUA UCTOYHUKA TaKTUPOBaAHUSA




wcsocne LUncpoBbie pounbTpbI

MASTERs 2013

rirroaa] @ LindppoBble PUnbTpbI

Six Digital

Filters Result yBeanMBal'OT TOYHOCTDb
_/ Registers Aun

1 1
IR
ge I | L
sion| Analog Stage
|| ||
IR
L
L1 [

e

|
|
| “
. |
| | . ADC1EATAO o + 1,2, 3,4 6uta paspsagHocTu
> ® [
! : * | o Kaxablit ounsTp MoxeT
Y ObITb NOAOKIIIOYEH K
Lt e ey | T noobomy n3 sBxogos ANO-
REREEL AN42
—» Digital Stages | PBCLK3
15 ! | o Tnmoc K IVgee U IV gy
- — —— - e [locne BKNo4YeHuUs,
3HauvYeHusa Ao0aBNAIOTCA K
aKKyMyrnAToOpYy
xoversamping pocess o o Class 2 nputs iggere o the e soutce - I'Ipepb|BaH|/|e MO OKOHYAHUIO

OBepCceMnnuHra

i Sample 1 Sample 1 Sample 2 Sample 2 f/ Sample 4 Sample4 :
{ant0) _[H9] anny | (AN10) Hold (AN11) Hold ! (AN10) |HoM (AN11) Hold

i Convert Con

: (AN10) (AN11) AN10) (AN11 (AN10) (AN11)

© 2013 Microchip Technology Ihcorporated'. All Rights Reserved. 17019 HP1 Slide 89



S LUudpoBble koMnapaTopbl B

MICROCHIP

MASTERs 2013 AI l n

o PesynbTathl w| oesen |
N3MepeHUn KaHanoB ‘= _lVEF; Six Dt tormupt
ANO-AN31 mMmoryT T
ObITb CpaBHeHbI B o | soigte [TLEEERAR
>n| Analog StageL | ™| Filters Result
uncdppoBoM BMAae L] = Registers
= EREEEE —»| ADC1DATAO
e [lpepbiBaHuUA: ] :
o LO<=DATA <HI TTTTT ___|——% ADC1DATA44
o HI <= DATA Y NN VN Y | T
|
¢ DATA < HI > IDiglitaIIStaI:ge:s | PBCLK3
o LO <=DATA L
o DATA<LO T T

© 2013 Microchip Technology Ihcorporated'.rAII Rights Reserved. 17019 HP1



e\
MICROCHIP npepblBaHMﬂ

MASTERs 2013

e NupuBupyanbHble No:
e [oToBHOCTM AaHHbLIX B ANX
e CpabaTbiBaHUIO LLMPOBOro kKoMmnaparopa

e [aHHble Llndposoro punetpa Oversampling
rOTOBbI

e [nobanbHbLIEe cOOLITUA

e OnpepengaeTt Kakoe cobObITUE B KOMOMHaALMK C
OPYruM BbI3bIBAET MpepbiBaHNE

e PaHHee npepbiBaHUue

o PopmMumpoBaHMe npepbiBaHNS 00 3aBepPLUEHUS
npeobpa3oBaHUS

e HauunaeTt BbinonHaTb Npouenypy ObpaboTku
[1lpepbiBaHNA 3apaHee

orporated. All Rights Reserved. 17019 HP1
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e @®opmaTt gaHHbIX AL

MASTERs 2013

e Yetbipe chopmaTa npeacraBrieHUsA AaHHbIX
e Unsigned Integer

| 0 I 0 I 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 |d11|d10|d09|d08|dOTIdOOIdO§Id04IdO3IdDZIdO1|dOOI

e Signed Integer

|S|5|5|5|5|5|3|3|S|S|SlSlSl3|3|S|S|SISISI3|d10IdDGIdD@ldO?ldOGldOSldMldOB|dOZ|dO‘I|d00|

e Fractional

|d11Id10|d09|dOSIdO?IdOBIdOSIdMIdD3IOOZIdD‘IIdDOl 0 I 0 I 0 I 0 |0 | 0 | 0 | 0 | 0 | 0 | 0 | 0 I 0 I 0 I 0 I 0 | 0 I 0 I 0 I 0 I

e Signed Fractional

|s|d1o|doe|coa|c07|uoe|dos|d04|a03|c02|a01Iaool0IoloIo|o|o|o|ololulolololololololololoI

© 2013 Microchip Technology Incorporated. All Rights Reserved. 17019 HP1 Slide 92




MICROCHIP
MASTERs 2013

MOAYJib LLWGPOBAHUA
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MIC§IHIP Crypto Engine (CE)

MASTERs 2013

e Yactb koHTpOnnepoB PIC32MZ nmeroT annapaTHbIN
MoAaynb wudgpoBaHns

o XOW dbyHKUUM
MD5 INB

Packet . < » AES

o
» SHAT w | R L
o SHA-256 LT R S
o AES'GCM Si:lsm i< § P SHA-12
o H M AC Bus |_> ?:ng -~ Pawc;et = MD5

o OyHKUUK |
o AES (128-, 192-, 256-bit key lengths)
o DES/TDES

e Anroputmbl MOTyT ObITb 3anyLieHbl
nocnepoBaTenibHO UMK NapansienbHo

e BblioeneHHbIn kaHan DMA

17019 HP1
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wee  Security Association (SA)

MASTERs 2013

SA_CTRL

SA_AUTHKEY

SA_ENCKEY

SA_AUTHIV

SA_ENCIV

SA 3TO nporpamMmMHas
CTPYKTYPpPA

SA CTRL
ynpaBJieHue:

e Anroputm

e Pasmep kntova

e MHorosaga4vHocTb

SA_AUTHKEY n
SA_ENCKEY
coaepXaTt KNno4u

SA_AUTHIV n
SA_ENCIV copepxar
BeKTOopa
MHUUManusaumm



et Crypto Buffer Descriptor (BD)

MASTERs 2013
e BD CTRL ycraHaBnuBaet

onuum
o ER_SA_ADDR points to the BD CTRL
« BD_SRCADDR points to the DRSNS
source data BD SRCADDR
e« BD_DSTADDR points to the BD DSTADDR
data destination m—
e BD_NXTPTR points to the —
next BD BD_UPDPTR
o BD_UPDPTR points to an BD_MSGLEN
intermediate update buffer BD ENGC OFF

e BD MSG LEN indicates the
total length of the message

e BD ENC OFF indicates the
number of AAD bytes in the
case of GCM algorithm

17019 HP1




N
MICROCHIP Random Number Generator

MASTERs 2013

e True Random Number Generator (TRNG)

e Vlcnonb3yeT ABa reHepartopa 1 TensioBon
LUYM AN doopMMpoBaHUA CriydyanHbIX OUT

e MoxeT ncnonb3oBaTbcs Kak 6a3a ans
PRNG

e Pseudo Random Number Generator
(PRNG)

e 64-bit LFSR (caBuroBbin perncTp ¢
obpaTHbIMU CBA3SIMN)

e HacTtpanBaembin MOMUHOM

e MoxeT nocnepoBaTenbHO reHepnpoBaTh
ymcna UM ogHO NOCIe KaXaoro YTeHus




Mlcn®ocmp Ethernet SSL

MASTERs 2013

e Ucnonb3yeTt Kpunto-moaynb Ang:
e YCKOpeHNa ayTeHTnunKaumm

o LLndposaHunsa/dewnpposaHus
naketoB Ethernet

e NMpumeHeHue NCH gns:
e Co30aHNA CECCUMOHHOrO Krr4a

e Co3paHus napbl KIoyen
nyofIM4YHOro/3aKkpbITOro




MICROCHIP
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SOFTWARE:
You may use Microchip software exclusively with Microchip products. Further, use of Microchip software is subject to the copyright notices, disclaimers, and any license
terms accompanying such software, whether set forth at the install of each program or posted in a header or text file.

Notwithstanding the above, certain components of software offered by Microchip and 3™ parties may be covered by “open source” software licenses — which include
licenses that require that the distributor make the software available in source code format. To the extent required by such open source software licenses, the terms of
such license will govern.

NOTICE & DISCLAIMER:

These materials and accompanying information (including, for example, any software, and references to 3" party companies and 3 party websites) are for informational
purposes only and provided “AS 1S.” Microchip assumes no responsibility for statements made by 3 party companies, or materials or information that such 3 parties
may provide.

MICROCHIP DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, OR STATUTORY, INCLUDING ANY IMPLIED WARRANTIES OF
NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY DIRECT OR
INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND RELATED TO THESE MATERIALS OR
ACCOMPANYING INFORMATION PROVIDED TO YOU BY MICROCHIP OR OTHER THIRD PARTIES, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBLITY OF SUCH DAMAGES OR THE DAMAGES ARE FORESEEABLE.

TRADEMARKS:
The Microchip name and logo, the Microchip logo, dsPIC, FlashFlex, KEELOQ, KEELOG logo, MPLAB, PIC, PICmicro, PICSTART, PIC3? logo, rfPIC, SST, SST Logo,
SuperFlash and UNI/O are registered trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

FilterLab, Hampshire, HI-TECH C, Linear Active Thermistor, MTP, SEEVAL and The Embedded Control Solutions Company are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

Analog-for-the-Digital Age, Application Maestro, BodyCom, chipKIT, chipKIT logo, CodeGuard, dsPICDEM, dsPICDEM.net, dsPICworks, dsSPEAK, ECAN,
ECONOMONITOR, FanSense, HI-TIDE, In-Circuit Serial Programming, ICSP, Mindi, MiWi, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, mTouch, Omniscient
Code Generation, PICC, PICC-18, PICDEM, PICDEM.net, PICkit, PICtail, REAL ICE, rfLAB, Select Mode, SQI, Serial Quad I/O, Total Endurance, TSHARC,
UniWinDriver, WiperLock, ZENA and Z-Scale are trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

GestlC and ULPP are registered trademarks of Microchip Technology Germany Il GmbH & Co. KG, a subsidiary of Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
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